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  MOTOROLA LTD., 1998  

All products are sold on Motorola’s Terms & Conditions of Supply. In ordering a product covered by this document the
Customer agrees to be bound by those Terms & Conditions and nothing contained in this document constitutes or forms part
of a contract (with the exception of the contents of this Notice). A copy of Motorola’s Terms & Conditions of Supply is available
on request.

Motorola reserves the right to make changes without further notice to any products herein. Motorola makes no warranty,
representation or guarantee regarding the suitability of its products for any particular purpose, nor does Motorola assume any
liability arising out of the application or use of any product or circuit, and specifically disclaims any and all liability, including
without limitation consequential or incidental damages. “Typical” parameters can and do vary in different applications. All
operating parameters, including “Typicals”, must be validated for each customer application by customer’s technical experts.
Motorola does not convey any license under its patent rights nor the rights of others. Motorola products are not designed,
intended, or authorized for use as components in systems intended for surgical implant into the body, or other applications
intended to support or sustain life, or for any other application in which the failure of the Motorola product could create a
situation where personal injury or death may occur.  Should Buyer purchase or use Motorola products for any such unintended
or unauthorized application, Buyer shall indemnify and hold Motorola and its officers, employees, subsidiaries, affiliates, and
distributors harmless against all claims, costs, damages, and expenses, and reasonable attorney fees arising out of, directly
or indirectly, any claim of personal injury or death associated with such unintended or unauthorized use, even if such claim
alleges that Motorola was negligent regarding the design or manufacture of the part.  Motorola and !are registered
trademarks of Motorola, Inc. Motorola, Inc. is an Equal Opportunity/Affirmative Action Employer.

The Customer should ensure that it has the most up to date version of the document by contacting its local Motorola office.
This document supersedes any earlier documentation relating to the products referred to herein. The information contained
in this document is current at the date of publication. It may subsequently be updated, revised or withdrawn.

All Trade Marks recognized. This document contains information on new products. Specifications and information herein are

subject to change without notice.
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Conventions

Where abbreviations are used in the text, an explanation can be found in the
glossary, at the back of this manual. Register and bit mnemonics are defined in the
paragraphs describing them.

An overbar is used to designate an active-low signal, eg: RESET.

Unless otherwise stated, shaded cells in a register diagram indicate that the bit is
either unused or reserved; ‘u’ is used to indicate an undefined state (on reset).
TPG
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PREFACE

The Controller Area Network (CAN) Specification 2.0, as defined by BOSCH Gmbh, consists of
two parts, A and B, as follows:

• Part A describes the CAN message format as defined in CAN Specification 1.2

• Part B describes both standard and extended message formats

This publication covers both Part A and Part B of CAN Specification 2.0.

The standard format, as originally defined, provided 11 identifier bits. The extended format,
provides a larger address range defined by 29 bits. Users of CAN who do not need the extended
format can continue to use the original 11 bit identifier range. CAN implementations that are
designed according to Part A of this specification, or according to previous CAN specifications,
may communicate with CAN implementations that are designed according to Part B of this
specification so long as the Extended Format is not used.
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1
INTRODUCTION

The Controller Area Network (CAN) is a serial communications protocol that efficiently supports
distributed real-time control with a very high level of data integrity.

Though conceived and defined by BOSCH in Germany for automotive applications, CAN is not
restricted to that industry. CAN fulfils the communication needs of a wide range of applications,
from high-speed networks to low-cost multiplex wiring.

For example, in automotive electronics, engine control units, sensors and anti-skid systems may
be connected using CAN, with bit-rates up to 1 Mbit/s. At the same time, it is cost effective to build
CAN into vehicle body electronics, such as lamp clusters and electric windows, to replace the
wiring harness otherwise required.

The intention of the CAN specification is to achieve compatibility between any two CAN
implementations. Compatibility, however, has different aspects with respect to, for example,
electrical features and the interpretation of data to be transferred.

To achieve design transparency and implementation flexibility CAN has been subdivided into three
layers:

• The Object Layer

• The Transfer Layer

• The Physical Layer

The Object Layer and the Transfer Layer comprise all services and functions of the data link layer
defined by the ISO/OSI model.

The scope of the Object Layer includes: determining which messages are to be transmitted;
deciding which messages received by the Transfer Layer are actually to be used; and, providing
an interface to the Application Layer related hardware. There is considerable freedom in defining
object handling.

The Transfer Layer is principally concerned with the transfer protocol, i.e. controlling the framing,
performing arbitration, error checking, error signalling and fault confinement. Within the Transfer
Layer it is decided whether the bus is free for starting a new transmission, or whether reception of
a message is just starting. Also, some general features of the bit-timing are regarded as part of the
Transfer Layer. Modifications to the Transfer Layer cannot be made.
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The Physical Layer covers the actual transfer of the bits between the different nodes, with respect
to all electrical properties. Within a network the physical layer has to be the same for all nodes.
However, there are many possible implementations of the Physical Layer.

The remainder of this document is principally concerned with the definition of the Transfer Layer,
and the consequences of the CAN protocol for the surrounding layers.
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2
BASIC CONCEPTS

2.1 Layered structure of a CAN node

The Object Layer is concerned with message filtering as well as status and message handling.

The Transfer Layer represents the kernel of the CAN protocol. It presents messages received to
the Object Layer and accepts messages to be transmitted by the Object Layer. The Transfer Layer
is responsible for bit timing and synchronization, message framing, arbitration, acknowledgement,
error detection and signalling, and fault confinement.

The Physical Layer defines how signals are actually transmitted. The Physical Layer is not defined
here, as it will vary according to the requirements of individual applications (for example,
transmission medium and signal level implementations).

2.2 Messages

Information on the bus is sent in fixed format messages of different but limited length (see
Section 3). When the bus is free, any connected node may start to transmit a new message.

2.2.1 Information routing

In CAN systems a node does not make use of any information about the system configuration (e.g.
node addresses). This has several important consequences, which are described below.

2.2.1.1 System flexibility

Nodes may be added to the CAN network without requiring any change in the software or
hardware of any node or the application layer.
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2.2.1.2 Message routing

The content of a message is described by an Identifier. The Identifier does not indicate the
destination of the message, but describes the meaning of the data, so that all nodes in the network
are able to decide by Message filtering whether the data is to be acted upon by them or not.

Figure 2-1    CAN layers

APPLICATION LAYER

OBJECT

TRANSFER
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2.2.1.3 Multicast

As a consequence of the concept of Message filtering any number of nodes may receive and act
simultaneously upon the same message.

2.2.1.4 Data consistency

Within a CAN network it is guaranteed that a message is accepted simultaneously either by all
nodes or by no node. Thus data consistency is a property of the system achieved by the concepts
of multicast and by error handling.

2.3 Bit-rate

The speed of CAN may be different in different systems. However, in a given system the bit-rate is
uniform and fixed.

2.4 Priorities

The Identifier defines a static message priority during bus access.

2.5 Remote data request

By sending a Remote frame a node requiring data may request another node to send the
corresponding Data frame. The Data frame and the corresponding Remote frame have the same
Identifier.

2.6 Multi-master

When the bus is free any node may start to transmit a message. The node with the message of
highest priority to be transmitted gains bus access.
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2.7 Arbitration

Whenever the bus is free, any node may start to transmit a message. If two or more nodes start
transmitting messages at the same time, the bus access conflict is resolved by bit-wise arbitration
using the Identifier. The mechanism of arbitration guarantees that neither information nor time is
lost. If a Data frame and a Remote frame with the same Identifier are initiated at the same time,
the Data frame prevails over the Remote frame. During arbitration every transmitter compares the
level of the bit transmitted with the level that is monitored on the bus. If these levels are equal the
node may continue to send. When a recessive level is sent, but a dominant level is monitored (see
Section 2.13), the node has lost arbitration and must withdraw without sending any further bits.

2.8 Data integrity

In order to achieve a very high integrity of data transfer, powerful measures of error detection,
signalling and self-checking are implemented in every CAN node.

2.8.1 Error detection

To detect errors the following measures have been taken:

• Monitoring (each transmitter compares the bit levels detected on the bus with the bit levels 
being transmitted)

• Cyclic Redundancy Check (CRC)

• Bit-Stuffing

• Message Frame Check
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2.8.2 Performance of error detection

The error detection mechanisms have the following properties:

• Monitoring:

– All global errors are detected

– All local errors at transmitters are detected

• CRC:

– Up to 5 randomly transmitted errors within a sequence are detected

– Burst errors of length less than 15 in a message are detected

– Errors of any odd number of bits in a message are detected

The total residual error probability of undetected corrupted messages is less than 4.7 x 10-11.

2.9 Error signalling and recovery time

Corrupted messages are flagged by any node detecting an error. Such messages are aborted and
are retransmitted automatically. The recovery time from detecting an error until the start of the next
message is at most 29 bit times, provided there is no further error.

2.10 Fault confinement

CAN nodes are able to distinguish between short disturbances and permanent failures. Defective
nodes are switched off.

2.11 Connections

The CAN serial communication link is a bus to which a number of nodes may be connected. This
number has no theoretical limit. Practically, the total number of nodes will be limited by delay times
and/or electrical loads on the bus line.
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2.12 Single channel

The bus consists of a single bidirectional channel that carries bits. From this data,
resynchronization information can be derived. The way in which this channel is implemented is not
fixed in this specification, e.g. single wire (plus ground), two differential wires, optical fibres, etc.

2.13 Bus values

The bus can have one of two complementary values: dominant or recessive. During simultaneous
transmission of dominant and recessive bits, the resulting bus value will be dominant. For example,
in the case of a wired-AND implementation of the bus, the dominant level would be represented
by a logical ‘0’ and the recessive level by a logical ‘1’.

Physical states (e.g. electrical voltage, light) that represent the logical levels are not given in this
specification.

2.14 Acknowledgement

All receivers check the consistency of the message being received and will acknowledge a
consistent message and flag an inconsistent message.

2.15 Sleep mode/wake-up

To reduce the system’s power consumption, a CAN device may be set into sleep mode, in which
there is no internal activity and the bus drivers are disconnected. The sleep mode is finished with
a wake-up by any bus activity or by internal conditions of the system. On wake-up, the internal
activity is restarted, although the transfer layer will wait for the system’s oscillator to stabilize and
then wait until it has synchronized itself to the bus activity (by checking for eleven consecutive
recessive bits), before the bus drivers are set to the ‘on-bus’ state again. In order to wake up other
sleeping nodes on the network, a special wake-up message with the dedicated, lowest possible
Identifier (rrr rrrd rrrr; r=recessive, d=dominant) may be used.
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3
MESSAGE TRANSFER

3.1 Definition of transmitter/receiver

3.1.1 Transmitter

A node originating a message is called the TRANSMITTER of that message. The node continues
to be TRANSMITTER until the bus is idle or the node loses ARBITRATION.

3.1.2 Receiver

A node is called the RECEIVER of a message if it is not the TRANSMITTER of that message, and
the bus is not idle.

3.2 Frame types

Message transfer is manifested and controlled by four different frame types:

• A Data frame carries data from a transmitter to the receivers.

• A Remote frame is transmitted by a bus node to request the transmission of the Data frame 
with the same Identifier.

• An Error frame is transmitted by any node on detecting a bus error.

• An Overload frame is used to provide for an extra delay between the preceding and the 
succeeding Data or Remote frames.

Data frames and Remote frames are separated from preceding frames by an Interframe space.

Figure 3-11 at the end of this section summarizes all the frame formats.
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3.2.1 Data frame

A Data frame is composed of seven different bit fields: Start of frame, Arbitration field, Control field,
Data field, CRC field, ACK field, End of frame. The Data field can be of length zero.

3.2.1.1 Start of frame

Start of frame marks the beginning of Data frames and Remote frames. It consists of a single
dominant bit.

A node is only allowed to start transmission when the bus is idle (see Section 3.2.5.2). All nodes
have to synchronize to the leading edge caused by Start of frame(see Section 6.9.1) of the node
starting transmission first.

3.2.1.2 Arbitration field

The Arbitration field consists of the Identifier and the RTR bit.

Figure 3-1   Data frame

Figure 3-2   Arbitration field
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Identifier

The Identifier’s length is 11 bits. These bits are transmitted in the order from ID10 to ID0. The least
significant bit is ID0. The 7 most significant bits must not be all recessive.

RTR bit (Remote transmission request bit)

In Data frames the RTR bit must be dominant. Within a Remote frame the RTR bit must be
recessive.

3.2.1.3 Control field

The Control field consists of six bits. It includes the Data length code and two bits reserved for
future expansion. The reserved bits must be sent as dominant. Receivers accept dominant and
recessive bits in all combinations.

DATA Length Code

The number of bytes in the Data field is indicated by the Data length code. This Data length code
is 4 bits wide and is transmitted within the Control field. The DLC bits can code data lengths from
0 to 8 bytes; other values are not permitted.

3.2.1.4 Data field

The Data field consists of the data to be transferred within a Data frame. It can contain from 0 to
8 bytes, each of which contain 8 bits which are transferred MSB first.

Figure 3-3    Control field
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3.2.1.5 CRC field

The CRC field contains the CRC Sequence followed by a CRC Delimiter.

CRC Sequence

The frame check sequence is derived from a cyclic redundancy code best suited to frames with bit
counts less than 127 bits (BCH code).

In order to carry out the CRC calculation the polynomial to be divided is defined as the polynomial
whose coefficients are given by the destuffed bit-stream consisting of Start of frame, Arbitration
field, Control field, Data field(if present) and, for the 15 lowest coefficients, by 0. This polynomial
is divided (the coefficients are calculated modulo-2) by the generator-polynomial:

X15 + X14 + X10 + X8 + X7 + X4 + X3 + 1

The remainder of this polynomial division is the CRC Sequence transmitted over the bus.

Table 3-1   Data length coding

DATA    LENGTH    CODE DATA BYTE 
COUNTDLC3 DLC2 DLC1 DLC0

d d d d 0
d d d r 1
d d r d 2
d d r r 3
d r d d 4
d r d r 5
d r r d 6
d r r r 7
r d d d 8

d = Òdominant           r = ÒrecessiveÓ

Figure 3-4   CRC field
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In order to implement this function, a 15-bit shift register CRC_RG(14:0) can be used. If NXTBIT
denotes the next bit of the bit-stream, given by the destuffed bit sequence from Start of frame until
the end of the Data field, the CRC Sequence is calculated as follows:

CRC_RG = 0 //initialize shift register

REPEAT

CRCNXT = NXTBIT EXOR CRC_RG(14)

CRC_RG(14:1) = CRC_RG(13:0) //shift left by...

CRC_RG(0) = 0 //...one position

IF CRCNXT THEN

CRC_RG(14:0) = CRC_RG(14:0) EXOR (4599 hex)

ENDIF

UNTIL (CRC SEQUENCE starts or there is an ERROR condition)

After the transmission/reception of the last bit of the Data field, CRC_RG(14:0) contains the CRC
Sequence.

CRC Delimiter

The CRC Sequence is followed by the CRC Delimiter which consists of a single recessive bit.

3.2.1.6 ACK field

The ACK field is two bits long and contains the ACK Slot and the ACK Delimiter. In the ACK field
the transmitting node sends two recessive bits.

A RECEIVER which has received a valid message correctly reports this to the TRANSMITTER by
sending a dominant bit during the ACK Slot (i.e. it sends ACK).

Figure 3-5   ACK field
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ACK Slot

All nodes having received the matching CRC Sequence report this within the ACK Slot by
overwriting the recessive bit of the TRANSMITTER by a dominant bit.

ACK Delimiter

The ACK Delimiter is the second bit of the ACK field and has to be a recessive bit. As a
consequence, the ACK Slot is surrounded by two recessive bits (CRC Delimiter, ACK Delimiter).

3.2.1.7 End of frame

Each Data frame and Remote frame is delimited by a flag sequence consisting of seven recessive
bits.

3.2.2 Remote frame

A node acting as a RECEIVER for certain data can stimulate the relevant source node to transmit
the data by sending a Remote frame.

A Remote frame is composed of six different bit fields: Start of frame, Arbitration field, Control field,
CRC field, ACK field, End of frame.

The RTR bit of a Remote frame is always recessive (cf. Data frames where the RTR bit is
dominant).

There is no Data field in a Remote frame, irrespective of the value of the Data length code which
is that of the corresponding Data frame and may be assigned any value within the admissible
range 0... 8. 

The polarity of the RTR bit indicates whether a transmitted frame is a Data frame (RTR bit
dominant) or a Remote frame(RTR bit recessive).

Figure 3-6   Remote frame
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3.2.3 Error frame

The Error frame consists of two distinct fields. The first field is given by the superposition of Error
flags contributed from different nodes. The second field is the Error delimiter.

In order to terminate an Error frame correctly, an error-passive node may need the bus to be
bus-idle for at least three bit times (if there is a local error at an error-passive receiver). Therefore
the bus should not be loaded to 100%.

3.2.3.1 Error flag

There are two forms of error flag: an ACTIVE Error flag and a PASSIVE Error flag.

1) ACTIVE Error flag consists of six consecutive dominant bits.

2) The PASSIVE Error flag consists of six consecutive recessive bits unless it 
is overwritten by dominant bits from other nodes.

An error-active node detecting an error condition signals this by the transmission of an ACTIVE
Error flag. The Error flag’s form violates the law of bit stuffing (see Section 3.4), applied to all fields
from Start of frame to CRC Delimiter, or destroys the fixed form ACK field or End of frame field. As
a consequence, all other nodes detect an error condition and each starts to transmit an Error flag.
So the sequence of dominant bits which actually can be monitored on the bus results from a
superposition of different Error flags transmitted by individual nodes. The total length of this
sequence varies between a minimum of six and a maximum of twelve bits.

An error-passive node detecting an error condition tries to signal this by transmitting a PASSIVE
Error flag. The error-passive node waits for six consecutive bits of equal polarity, beginning at the
start of the PASSIVE Error flag. The PASSIVE Error flag is complete when these six equal bits have
been detected.

Figure 3-7   Error frame

Error frame
Data

frame

Interframe space
or

Overload frame

Error DelimiterError flag

Superposition of 
Error flags
CAN PROTOCOL
Rev. 3

MOTMESSAGE TRANSFER  
For More Information On This Product,

 Go to: www.freescale.com
OROLA
3-7

36



3

 

F
re

e
sc

a
le

 S
e

m
ic

o
n

d
u

c
to

r,
 I

n
c

..
.

    Freescale Semiconductor, Inc.

  
  

  
  

  
  
  

  
  

  
  

  
  

  
  

  
 

3.2.3.2 Error Delimiter

The Error Delimiter consists of eight recessive bits.

After transmission of an Error flag each node sends recessive bits and monitors the bus until it
detects a recessive bit. Afterwards it starts transmitting seven more recessive bits.

3.2.4 Overload frame

The Overload frame contains two bit fields, Overload flag and Overload Delimiter.

There are two kinds of Overload condition, both of which lead to the transmission of an Overload
flag:

1) Where the internal conditions of a receiver are such that the receiver 
requires a delay of the next Data frameor Remote frame,

2) On detection of a dominant bit during INTERMISSION.

An Overload frame resulting from Overload condition 1 is only allowed to start at the first bit time
of an expected INTERMISSION, whereas an Overload frame resulting from Overload condition 2
starts one bit after detecting the dominant bit.

At most, two Overload frames may be generated to delay the next Data frame or Remote frame.

Figure 3-8   Overload frame
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3.2.4.1 Overload flag

The Overload flag consists of six dominant bits. The overall form corresponds to that of the ACTIVE
Error flag.

The Overload flag’s form destroys the fixed form of the INTERMISSION field. As a consequence,
all other nodes also detect an Overload condition and each starts to transmit an Overload flag. (In
the event that there is a dominant bit detected during the third bit of INTERMISSION locally at
some node, the other nodes will not interpret the Overload flag correctly, but interpret the first of
these six dominant bits as Start of frame. The sixth dominant bit violates the rule of bit stuffing,
thereby causing an error condition.)

3.2.4.2 Overload Delimiter

The Overload Delimiter consists of eight recessive bits.

The Overload Delimiter is of the same form as the Error Delimiter. After transmission of an
Overload flag the node monitors the bus until it detects a transition from a dominant to a recessive
bit. At this point of time every bus node has finished sending its Overload flag and all nodes start
transmission of seven more recessive bits in coincidence.

3.2.5 Interframe space

Data frames and Remote frames are separated from preceding frames, whatever type they may
be (Data frame, Remote frame, Error frame, Overload frame), by a field called Interframe space.
In contrast, Overload frames and Error frames are not preceded by an Interframe space and
multiple Overload frames are not separated by an Interframe space.

The Interframe space contains the bit fields INTERMISSION and Bus idle and, for error- passive
nodes, which have been the transmitter of the previous message, Suspend transmission
CAN PROTOCOL
Rev. 3

MOTMESSAGE TRANSFER  
For More Information On This Product,

 Go to: www.freescale.com
OROLA
3-9

38



3

 

F
re

e
sc

a
le

 S
e

m
ic

o
n

d
u

c
to

r,
 I

n
c

..
.

    Freescale Semiconductor, Inc.

  
  

  
  

  
  
  

  
  

  
  

  
  

  
  

  
 

(1) For nodes which are not error-passive or have been a receiver of the previous message, see
Figure 3-9 and Figure 3-11(page 1 of 2).  

(2) For error-passive nodes which have been the transmitter of the previous message, see
Figure 3-10 and Figure 3-11 (page 2 of 2).

3.2.5.1 INTERMISSION

INTERMISSION consists of three recessive bits.

During INTERMISSION no node is allowed to start transmission of a Data frame or Remote frame.
The only action permitted is signalling of an Overload condition.

3.2.5.2 Bus idle

The period of Bus idle may be of arbitrary length. The bus is recognized to be free, and any node
having something to transmit can access the bus. A message, pending during the transmission of
another message, is started in the first bit following INTERMISSION.

The detection of a dominant bit on the bus is interpreted as Start of frame.    

Figure 3-9   Interframe space (1)

Figure 3-10    Interframe space (2)

Interframe spaceFrame Frame

Bus idleIntermission

Interframe spaceFrame Frame

Intermission Bus idle
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3.2.5.3 Suspend transmission

After an error-passive node has transmitted a frame, it sends eight recessive bits following
INTERMISSION, before starting to transmit a further message or recognizing the bus to be idle.
If, meanwhile, a transmission (caused by another node) starts, the node will become the receiver
of this message.

3.3 Message validation

The point in time at which a message is taken to be valid is different for the transmitter and the
receivers of the message.

3.3.1 Transmitter

The message is valid for the transmitter if there is no error until the End of frame. If a message is
corrupted, retransmission will follow automatically and according to the rules of prioritization. In
order to be able to compete for bus access with other messages, retransmission has to start as
soon as the bus is idle.

3.3.2 Receiver

The message is valid for the receiver if there is no error until the last but one bit of End of frame.

3.4 Bit-stream coding

The frame segments Start of frame, Arbitration field, Control field, Data field and CRC Sequence
are coded by the method of bit stuffing. Whenever a transmitter detects five consecutive bits of
identical value in the bit-stream to be transmitted, it automatically inserts a complementary bit in
the actual transmitted bit-stream.

The remaining bit fields of the Data frame or Remote frame(CRC Delimiter, ACK field and End of
frame) are of fixed form and not stuffed.

The Error frame and the Overload frame are also of fixed form and are not coded by the method
of bit stuffing.

The bit-stream in a message is coded according to the Non-Return-to-Zero (NRZ) method. This
means that during the total bit time the generated bit level is either dominant or recessive.
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4
ERROR HANDLING

4.1 Error detection

There are five different error types (which are not mutually exclusive). The following sections
describe these errors.

4.1.1 Bit error

A node which is sending a bit on the bus also monitors the bus. The node must detect, and interpret
as a Bit error, the situation where the bit value monitored is different from the bit value being sent.
An exception to this is the sending of a recessive bit during the stuffed bit-stream of the Arbitration
field or during the ACK Slot; in this case no Bit error occurs when a dominant bit is monitored.

A transmitter sending a PASSIVE Error flag and detecting a dominant bit does not interpret this as
a Bit error.

4.1.2 Stuff error

A Stuff error must be detected and interpreted as such at the bit time of the sixth consecutive equal
bit level (6 consecutive dominant or 6 consecutive recessive levels), in a message field which
should be coded by the method of bit stuffing.

4.1.3 CRC error

The CRC sequence consists of the result of the CRC calculation by the transmitter.

The receivers calculate the CRC in the same way as the transmitter. A CRC error must be
recognized if the calculated result is not the same as that received in the CRC sequence.
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4.1.4 Form error

A FORM error must be detected when a fixed-form bit field contains one or more illegal bits.

4.1.5 Acknowledgement error

An Acknowledgement error must be detected by a transmitter whenever it does not monitor a
dominant bit during ACK Slot

4.2 Error signalling

A node detecting an error condition signals this by transmitting an Error flag. An error-active node
will transmit an ACTIVE Error flag; an error-passive node will transmit a PASSIVE Error flag.

Whenever a Bit error, a Stuff error, a Form error or an Acknowledgement error is detected by any
node, that node will start transmission of an Error flag at the next bit time.

Whenever a CRC error is detected, transmission of an Error flag will start at the bit following the
ACK Delimiter, unless an Error flag for another error condition has already been started.
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5
FAULT CONFINEMENT

5.1 CAN node status

With respect to fault confinement, a node may be in one of three states: error-active, error-passive,
or bus-off.

An error active node can normally take part in bus communication and sends an ACTIVE Error flag
when an error has been detected.

An error-passive node must not send an ACTIVE Error flag. It takes part in bus communication,
but when an error has been detected only a PASSIVE Error flag is sent. Also after a transmission,
an error-passive node will wait before initiating a further transmission. (See Section 3.2.5.3)

A bus-off node is not allowed to have any influence on the bus (e.g. output drivers switched off).

5.2 Error counts

To facilitate fault confinement two counts are implemented in every bus node:

• TRANSMIT ERROR COUNT

• RECEIVE ERROR COUNT

These counts are modified according to the following 12 rules:

Note: More than one rule may apply during a given message transfer

1) When a RECEIVER detects an error, the RECEIVE ERROR COUNT will be 
increased by 1, except when the detected error was a Bit error during the 
sending of an ACTIVE Error flag or an Overload.

2) When a RECEIVER detects a dominant bit as the first bit after sending an 
Error flag, the RECEIVE ERROR COUNT will be increased by 8.
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3) When a TRANSMITTER sends an Error flag, the TRANSMIT ERROR 
COUNT is increased by 8. 

Exception 1 

The TRANSMIT ERROR COUNT is not changed if: 

– The TRANSMITTER is error-passive

and 

– the TRANSMITTER detects an Acknowledgement error because of not 
detecting a dominant ACK

and

– the TRANSMITTER does not detect a dominant bit while sending its 
PASSIVE Error flag

Exception 2 

The TRANSMIT ERROR COUNT is not changed if:

– The TRANSMITTER sends an Error flag because a Stuff error occurred 
during Arbitration (whereby the Stuff bit is located before the RTR bit)

and

– the Stuff bit should have been recessive

and

– the Stuff bit has been sent as recessive but is monitored as dominant

4) An error-active TRANSMITTER detects a Bit error while sending an ACTIVE 
Error flag or an Overload flag, the TRANSMIT ERROR COUNT is increased 
by 8.

5) An error-active RECEIVER detects a bit error while sending an ACTIVE 
Error flag or an Overload flag, the RECEIVE ERROR COUNT is increased 
by 8.

6) Any node tolerates up to 7 consecutive dominant bits after sending an 
ACTIVE Error flag or a PASSIVE Error flag. After detecting the eighth 
consecutive dominant bit s and after each sequence of additional eight 
consecutive dominant bits, every TRANSMITTER increases its TRANSMIT 
ERROR COUNT by 8 and every RECEIVER increases its RECEIVE 
ERROR COUNT by 8.

7) After the successful transmission of a message (getting ACK and no error 
until End of frame is finished), the TRANSMIT ERROR COUNT is decreased 
by 1, unless it was already 0.
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8) After the successful reception of a message (reception without error up to 
the ACK Slot and the successful sending of the ACK bit), the RECEIVE 
ERROR COUNT is decreased by 1, if it was between 1 and 127. If the 
RECEIVE ERROR COUNT was 0, it stays 0, and if it was greater than 127, 
then it will be set to a value between 119 and 127.

9) A node is error passive when the TRANSMIT ERROR COUNT equals or 
exceeds 128, or when the RECEIVE ERROR COUNT equals or exceeds 
128. An error condition letting a node become error-passive causes the node 
to send an ACTIVE Error flag.

10) A node is bus-off when the TRANSMIT ERROR COUNT is greater than or 
equal to 256.

11) An error-passive node becomes error-active again when both the 
TRANSMIT ERROR COUNT and the RECEIVE ERROR COUNT are less 
than or equal to 127.

12) A node which is bus-off is permitted to become error-active (no longer 
bus-off) with its error counters both set to 0 after 128 occurrences of 11 
consecutive recessive bits have been monitored on the bus.

Note: An error count value greater than about 96 indicates a heavily disturbed bus. It may be
advantageous to provide the means to test for this condition.

Note: Start-up/Wake-up
If during system start-up only one node is on line, and if this node transmits some
message, it will get no acknowledgement, detect an error and repeat the message. It
can become “error-passive” but not bus-off due to this reason.
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6
BIT TIMING REQUIREMENTS

6.1 Nominal bit rate

The Nominal bit rate is the number of bits per second transmitted in the absence of
resynchronization by an ideal transmitter.

6.2 Nominal bit time

NOMINAL BIT TIME   =   1 / NOMINAL BIT RATE

The Nominal bit rate can be thought of as being divided into separate non-overlapping time
segments. These segments are as shown below, and form the bit time as shown in Figure 6-1.

• SYNCHRONIZATION SEGMENT (SYNC_SEG)

• PROPAGATION TIME SEGMENT (PROP_SEG)

• PHASE BUFFER SEGMENT1 (PHASE_SEG1)

• PHASE BUFFER SEGMENT2 (PHASE_SEG2)         

Figure 6-1   Nominal bit time

PHASE_SEG2PHASE_SEG1PROP_SEGSYNC_SEG

Sample Point

NOMINAL BIT TIME
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6.3 SYNC_SEG

This part of the bit time is used to synchronize the various nodes on the bus. An edge is expected
to lie within this segment

6.4 PROP_SEG

This part of the bit time is used to compensate for the physical delay times within the network. It is
twice the sum of the signal’s propagation time on the bus line, the input comparator delay, and the
output driver delay.

6.5 PHASE_SEG1, PHASE_SEG2

These Phase-Buffer-Segments are used to compensate for edge phase errors. These segments
can be lengthened or shortened by resynchronization.

6.6 Sample point

The Sample point is the point in time at which the bus level is read and interpreted as the value of
that respective bit. Its location is at the end of PHASE_SEG1.

6.7 Information processing time

The Information processing time is the time segment starting with the Sample point reserved for
calculation of the subsequent bit level.

6.8 Time quantum

The Time quantum is a the fixed unit of time which can be derived from the oscillator period. There
is a programmable prescaler, with integral values (with a range of at least 1 to 32) which allows a
fixed unit of time, the Time quantum can have a length of

where m is the value of the prescaler.

TIME QUANTUM m MINIMUM TIME QUANTUM×=
MOTOROLA
6-2

CAN PROTOC
Re

BIT TIMING REQUIREMENTS  
For More Information On This Product,

 Go to: www.freescale.com
OL
v. 3

51



6

F
re

e
sc

a
le

 S
e

m
ic

o
n

d
u

c
to

r,
 I

n
c

..
.

    Freescale Semiconductor, Inc.

  
  

  
  

  
  
  

  
  

  
  

  
  

  
  

  
 

 

6.8.1 Length of time segments

• SYNC_SEG is 1 Time quantum long.

• PROP_SEG is programmable to be 1, 2, ......8 Time quanta long.

• PHASE_SEG1 is programmable to be 1, 2, ......8 Time quanta long.

• PHASE_SEG2 is the maximum of PHASE_SEG1 and the Information processing time.

• The Information processing time is less than or equal to 2 Time quanta long.

The total number of Time quanta in a bit time must be programmable over a range of at least 8 to
25.

6.9 Synchronization

6.9.1 Hard synchronization

After a Hard synchronization the internal bit time is restarted with SYNC_SEG. Thus Hard
synchronization forces the edge which has caused the Hard synchronization to lie within the
Synchronization segment of the restarted bit time.

6.9.2 Resynchronization jump width

As a result of resynchronization, PHASE_SEG1 may be lengthened or PHASE_SEG2 may be
shortened. The amount by which the Phase buffer segments may be altered may not be greater
than the Resynchronization jump width. The Resynchronization jump width is programmable
between 1 and the smaller of 4 and PHASE_SEG1 Time quanta.

Clocking information may be derived from transitions from one bit value to the other. The property
that only a fixed maximum number of successive bits have the same value provides the possibility
of resynchronising a bus node to the bit-stream during a frame.

The maximum length between two transitions which can be used for resynchronization is 29 bit
times.
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6.9.3 Phase error of an edge

The PHASE error of an edge is given by the position of the edge relative to SYNC_SEG, measured
in Time quanta. The sign of PHASE error is defined as follows:

e < 0 if the edge lies after the Sample point of the previous bit,

e = 0 if the edge lies within SYNC_SEG,

e > 0 if the edge lies before the Sample point. 

6.9.4 Resynchronization

The effect of a Resynchronizationis the same as that of Hard synchronization, when the magnitude
of the PHASE error of the edge which causes the Resynchronization is less than or equal to the
programmed value of the Resynchronization jump width.

When the magnitude of the PHASE error is larger than the Resynchronizationjump width, and if
the PHASE error is positive, then PHASE_SEG1 is lengthened by an amount equal to the
Resynchronization jump width.

When the magnitude of the PHASE error is larger than the Resynchronization jump width, and if
the PHASE error is negative, then PHASE_SEG2 is shortened by an amount equal to the
Resynchronization jump width.

6.9.5 Synchronization rules

Hard synchronization and Resynchronization are the two forms of synchronization. They obey the
following rules:

1) Only one synchronization within one bit time is allowed.

2) An edge will be used for synchronization only if the value detected at the 
previous Sample point (previous read bus value) differs from the bus value 
immediately after the edge.

3) Hard synchronization is performed whenever there is a recessive to 
dominant edge during Bus idle.

4) All other recessive to dominant edges (and optionally dominant to recessive 
edges in the case of low bit rates) fulfilling the rules 1 and 2 will be used for 
Resynchronization with the exception that a transmitter will not perform a 
Resynchronization as a result of a recessive to dominant edge with a 
positive PHASE error, if only recessive to dominant edges are used for 
Resynchronization.
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7
INCREASING OSCILLATOR TOLERANCE

This section describes an upwards compatible modification to the CAN protocol, as specified in
Sections 1 to 6.

7.1 Protocol modifications

In order to increase the maximum oscillator tolerance above the 0.5% currently possible, the
following modifications, which are upwards compatible with the existing CAN specification, are
necessary:

1) If a CAN node samples a dominant bit at the third bit of INTERMISSION, 
then it will interpret this bit as a Start of frame bit.

2) If a CAN node has a message waiting for transmission and it samples a 
dominant bit at the third bit of INTERMISSION, it will interpret this as a Start 
of frame bit, and, with the next bit, start transmitting its message with the first 
bit of its Identifier without first transmitting a Start of frame bit and without 
becoming a receiver.

3) If a CAN node samples a dominant bit at the eighth bit (the last bit) of an 
ERROR Delimiter or Overload Delimiter, it will, at the next bit, start 
transmitting an Overload frame (not an Error frame). The Error Counters will 
not be incremented.

4) Only recessive to dominant edges will be used for synchronization.

In agreement with the existing specification, the following rules are still valid:

5) All CAN controllers synchronize on the Start of frame bit with a hard 
synchronization.

6) No CAN controller will send a Start of frame bit until it has counted three 
recessive bits of INTERMISSION.

These modifications allow a maximum oscillator tolerance of 1.58% and the use of a ceramic
resonator at bus speeds up to 125 kbits/second. For the full bus speed range of the CAN protocol,
a quartz oscillator is still required. The compatibility of the enhanced and the existing protocol is
maintained, as long as:
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7) CAN controllers with the enhanced and existing protocols, used in one and 
the same network, are all provided with a quartz oscillator.

The chip with the highest requirement for its oscillator accuracy determines the oscillator accuracy
which is required from all the other nodes. Ceramic resonators can only be used when all the
nodes in the network use the enhanced protocol.

7.2 Determination of the maximum synchronization length

As a basis for the calculation of the maximum oscillator tolerance, the maximum distance between
two edges used for resynchronization and the minimum synchronization length necessary to
correctly extract the information coded into the bit-stream will be determined.

7.2.1 Local error, where at least two of the nodes are Error 
ACTIVE

The distance from the last recessive to dominant edge to the next possible Start of frame is 29 bits.
According to the rules of fault confinement, a receiver will increment its RECEIVE ERROR COUNT
depending on the first bit after sending an Error flag. Therefore, receivers have to be able to
distinguish between sequences of 12 and of 13 dominant bits.         

Figure 7-1   Local error

x 1 2 3 4 5 6 7 8 9 10 11 1 1 2 3 4 5 6 1 2 3 4 5 6 7 8 1 2 3 x

x 1 2 3 4 5 1 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 7 8 1 2 3 x

Stuffed Data Error flag Wait for Delimiter Error Delimiter

INTERMISSIONStuff
Error

Stuffed Data Error flag Error Delimiter

INTERMISSION

Stuff
Error

Receiver(s):  Stuff Error because of Local Bit Error

Transmitter:  Stuff Error because of monitored Error flag
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7.2.2 Two consecutive Overload frames

The distance from the start of the first Overload flag to the next recessive to dominant edge at the
start of the second Overflow is 15 bits.

Figure 7-2   Two consecutive Overload frames
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7.2.3 Acknowledge error at transmitter, where all nodes are 
Error PASSIVE

The distance from the last recessive to dominant edge to the next possible Start of frame is 29 bits.
Since there is only one transmitter, the exact length of SUSPEND TRANSMISSION is not
significant in this case, as long as it is at least 3 bits.

Figure 7-3   Acknowledge error at transmitter, all nodes Error PASSIVE
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7.2.4 Local error at transmitter, where all nodes are Error 
PASSIVE

The distance from the last recessive to dominant edge to the next possible Start of frame is 28 bits
for receivers and 30 bits for transmitters (during Arbitration, there can be more than one transmitter
and therefore, SUSPEND TRANSMISSION has to be taken into consideration).

Figure 7-4   Local error at transmitter, all nodes Error PASSIVE
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7.3 Bit timing

7.3.1 Construction of the bit timing for maximum oscillator 
tolerance

The maximum oscillator tolerance is reached when the length of the PHASE BUFFER SEGMENTs
is the same as the maximum Resynchronization jump width and when only one Time quantum is
used for delay compensation.

The delay to be compensated for due to the bit-wise arbitration mechanism is two times the sum of:

• the delay of the driver circuit

• the delay of the bus line

• the delay of the receiver circuit

Assumptions (dependent on the external circuitry):

delay of driver = 200 ns

delay of bus line (40 m) = 220 ns

delay of receiver circuit = 80 ns

This allows a Time quantum of 1 µs and a maximum bit rate of 100 kbits/second with the maximum
possible oscillator tolerance.

Figure 7-5   Bit timing for maximum oscillator tolerance
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7.3.2 Construction of the bit timing for maximum bit rate

The largest possible part of the bit time will be used for delay compensation. PHASE_SEG1 and
Resynchronization jump width will be limited to 1 Time quantum.

Assumptions (dependent on the external circuitry):

delay of driver  =  50 ns

delay of bus line (40 m)  =  220 ns

delay of receiver circuit  =  30 ns

With a Time quantum of 100 ns, 6 Time quanta are needed for delay compensation. This allows a
bit rate of 1 Mbits/second.  

Figure 7-6   Bit timing for maximum bit rate

NOMINAL BIT TIME

SYNC
SEG

TIME QUANTUM

PROP_SEG
PHASE
SEG1

PHASE_SEG2
CAN PROTOCOL
Rev. 3

MOTINCREASING OSCILLATOR TOLERANCE  
For More Information On This Product,

 Go to: www.freescale.com
OROLA
7-7

60



7

 

F
re

e
sc

a
le

 S
e

m
ic

o
n

d
u

c
to

r,
 I

n
c

..
.

    Freescale Semiconductor, Inc.

  
  

  
  

  
  
  

  
  

  
  

  
  

  
  

  
 

7.4 Calculation of the oscillator tolerance

In the following discussion, BT is the NOMINAL BIT TIME, SJW the RESYNCHRONIZATION
JUMP WIDTH, PS1 and PS2 the length of the PHASE SEGMENTs, and df the modulus of the
difference between the actual and nominal oscillator frequency relative to the nominal oscillator
frequency.

The CAN protocol requires that: 

SJW   ≤  min(PS1, PS2) [1]

BT  >  PS1 + PS2 [2]

BT  >  2 SJW [3]

PS2  ≥  PS1 [4]

In order to be able to sample correctly the first bit after sending an ACTIVE Error flag (essential for
the correct localization of bus errors, see 7.2.1), the oscillator tolerance is limited to:

(2 x df) x (13 x BT - PS2)   <  min(PS1, PS2) [5]

The worst case of 13 bits occurs after a STUFF Error on what should have been a recessive stuff
bit. In this case the 13th bit after the last recessive to dominant edge needs to be correctly sampled
for fault confinement.

For correct synchronization in the stuffed part of the bit-stream:

(2 x df) x 10 x BT  <  SJW [6]

For correct resynchronization until the next Start of frame (worst case, see Figure 6.9):

(2 x df) x (30 x BT - PS2)  <  min(PS1, PS2) [7]

Similarly, if resynchronization occurs on both edges:

(2 x df) x (26 x BT - PS2)  <  min(PS1, PS2) [8]

If [7] and [8] are fulfilled, [5] and [6] are fulfilled likewise.

In the following, the maximum oscillator tolerances of the actual and the enhanced CAN protocol
are examined.
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7.5 Maximum oscillator tolerances

From 7.4 it follows that with PS1, PS2 = 0.4 x BT and SJW = 0.4 x BT the oscillator tolerance is at
its maximum.

7.5.1 Oscillator tolerance for existing CAN protocol

Synchronization only on edges from recessive to dominant:

[7] ⇒

(2 x df) x (30 x BT - 0.4 x BT)  <  0.4 x BT

df  <  0.675 %

Synchronization only both edges:

[8] ⇒

(2 x df) x (26 x BT - 0.4 x BT)  <  0.4 x BT

df  <  0.781 %

7.5.2 Oscillator tolerance for enhanced CAN protocol

The effect of the modifications described here is to reduce the number of consecutive bit times
over which synchronization must be maintained. This is done by allowing the node to tolerate, after
certain particularly long sequences of equal bits, phase shifts of up to a whole bit time.

Between the last recessive to dominant edge of a frame and the start of the next frame, there can
be up to 30 bits. Modification 1 allows a tolerance of one logical bit here and ensures that if [9]
holds (implied by [5]), that bus arbitration according to message Identifier priority will take place.

[3], [5], [6] ⇒

(2 x df) x (33 x BT - PS2)  <  BT + min(PS1, PS2) [9]

Therefore, if [5] is satisfied, we can tolerate sequences of up to at least 33 bits from a
synchronization if an error of one logical bit can be tolerated in the synchronized sampled
bit-stream.

Example 7.2.2 regards the case if the first bit of INTERMISSION is the 16th bit after the last
recessive to dominant edge at the start of the first Overload frame. This implies that we have to
allow a tolerance of one logical bit here for the start of the second Overload frame. Modification 3
caters for this.

All other sequences are covered by the preceding cases or by a thirteen bit synchronization length.

With the first three modifications to the CAN protocol, resychronization on recessive to dominant
edges as well as dominant to recessive edges has absolutely no advantage over
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resynchronization only on recessive to dominant edges. Hence modification 4 is introduced to
avoid unnecessary complications to CAN implementations.

With the enhanced protocol the oscillator tolerance is given by

df  <  min(PS1, PS2) / (2 x (13 x BT - PS2))

and
df  <  SJW / (2 x (10 x BT))

With PS1, PS2 = 0.4 x BT and SJW = 0.4 x BT an oscillator tolerance of

df  <  1.58 %

can be allowed.

7.6 Resynchronization

In the existing CAN specification, the CAN controller was programmable to allow the use of only
recessive to dominant edges for resynchronization, or of both recessive to dominant and dominant
to recessive. With these protocol modifications, the oscillator tolerance is the same for both ways
of resynchronization and therefore, the use of both edges brings no advantage and this feature
can be removed.

7.7 Compatibility of existing and enhanced CAN protocols

Controllers using the existing CAN protocol must be equipped with a quartz oscillator. Controllers
which use the enhanced protocol may be equipped with a quartz oscillator or a ceramic resonator.
The following example shows that it is not possible to employ controllers using the existing CAN
protocol together with controllers using the enhanced CAN protocol and driven by a ceramic
resonator.

If no Error frame occurs, the longest bit sequence without the possibility of resynchronization
occurs at the end of the message. In this case the synchronization length is 13 bits, resulting in a
maximum phase shift between a quartz and ceramic node of (see Section 6.8), which can be
tolerated by both existing and enhanced protocols.

Otherwise, if an Error frame or an Overload frame occurs, the next Start of frame bit, of a
transmitter driven by a ceramic oscillator of minimum frequency, will be interpreted by a receiver
driven by a quartz oscillator of maximum frequency and using the original CAN protocol as an
Overload flag and will cause the transmission of another Overload frame. This will be repeated
until the RECEIVE ERROR COUNT of the transmitter of the Start of frame bit (counting stuff errors
after losing arbitration) reaches the error passive limit.
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This review comes to the conclusion, that CAN controllers with the enhanced and existing
protocols can be used in one and the same network, provided that all nodes are driven with a
quartz oscillator. The chip with the highest requirement for its oscillator accuracy determines the
oscillator accuracy which is required from all the other nodes. Ceramic resonators can only be
used when all the nodes in the network use the enhanced protocol.

7.8 Assessment

Standard devices are subject to production variations, temperature dependency, and ageing which
are specified as a tolerance. Most standard devices meet the following tolerances:

quartz crystal df  ≤  0.1 %

ceramic resonator df  ≤  1.2 %

Together with the results from sections 7.3 and 7.5, this means that, with the enhanced protocol,
ceramic resonators can be used for bit rates up to and including 125 kbits/second. For higher bit
rates a quartz oscillator is still required.
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8
INTRODUCTION

The Controller Area Network (CAN) is a serial communications protocol that efficiently supports
distributed real-time control with a very high level of data integrity.

Though conceived and defined by BOSCH in Germany for automotive applications, CAN is not
restricted to that industry. CAN fulfils the communication needs of a wide range of applications,
from high-speed networks to low-cost multiplex wiring.

For example, in automotive electronics, engine control units, sensors and anti-skid systems may
be connected using CAN, with bit-rates up to 1 Mbit/s. At the same time, it is cost effective to build
CAN into vehicle body electronics, such as lamp clusters and electric windows, to replace the
wiring harness otherwise required.

The intention of the CAN specification is to achieve compatibility between any two CAN
implementations. Compatibility, however, has different aspects with respect to, for example,
electrical features and the interpretation of data to be transferred.

To achieve design transparency and implementation flexibility CAN has been subdivided into
different layers according to the ISO/OSI Reference Model:

• The Data Link Layer

– the Logical Link Control (LLC) sublayer

– the Medium Access Control (MAC) sublayer

• The Physical Layer

In previous versions of the CAN specification the services and functions of the LLC and MAC
sublayers of the Data Link Layer were described as layers called Object Layer and Transfer Layer.

The scope of the LLC sublayer includes: determining which messages received by the LLC
sublayer are actually to be accepted; providing services for data transfer and for remote data
request; and providing the means for recovery management and overload notifications. There is
considerable freedom in defining object handling.

The MAC sublayer is principally concerned with the transfer protocol, i.e. controlling the framing,
performing arbitration, error checking, error signalling and fault confinement. Within the MAC
sublayer it is decided whether the bus is free for starting a new transmission, or whether reception
of a message is just starting. Also, some general features of the bit-timing are regarded as part of
the MAC sublayer. Modifications to the MAC sublayer cannot be made.
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The Physical Layer covers the actual transfer of the bits between the different nodes, with respect
to all electrical properties. Within a network the physical layer has to be the same for all nodes.
However, there are many possible implementations of the Physical Layer.

The remainder of this document is principally concerned with the definition of the MAC sublayer
and a small part of the LLC sublayer of the Data Link Layer, and the consequences of the CAN
protocol for the surrounding layers.
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9
BASIC CONCEPTS

9.1 Layered structure of a CAN node

The LLC sublayer is concerned with message filtering, overload notification and recovery
management.

The MAC sublayer represents the kernel of the CAN protocol. It presents messages received to
the LLC sublayer and accepts messages to be transmitted by the LLC sublayer. The MAC sublayer
is responsible for message framing, arbitration, acknowledgement, error detection and signalling.
The MAC sublayer is supervised by a self checking mechanism, called fault confinement, which
distinguishes short disturbances from permanent failures.

The Physical Layer defines how signals are actually transmitted, dealing with the descriptions of
bit timing, bit encoding and synchronization. The Physical Layer is not defined here, as it will vary
according to the requirements of individual applications (for example, transmission medium and
signal level implementations).

9.2 Messages

Information on the bus is sent in fixed format messages of different but limited length (see
Section 10). When the bus is free, any connected node may start to transmit a new message.

9.2.1 Information routing

In CAN systems a node does not make use of any information about the system configuration (e.g.
node addresses). This has several important consequences, which are described below.
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9.2.1.1 System flexibility

Nodes may be added to the CAN network without requiring any change in the software or
hardware of any node or the application layer.

Figure 9-1    CAN layers
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9.2.1.2 Message routing

The content of a message is described by an Identifier. The Identifier does not indicate the
destination of the message, but describes the meaning of the data, so that all nodes in the network
are able to decide by MESSAGE FILTERING whether the data is to be acted upon by them or not.

9.2.1.3 Multicast

As a consequence of the concept of MESSAGE FILTERING any number of nodes may receive
and act simultaneously upon the same message.

9.2.1.4 Data consistency

Within a CAN network it is guaranteed that a message is accepted simultaneously either by all
nodes or by no node. Thus data consistency is a property of the system achieved by the concepts
of multicast and by error handling.

9.3 Bit-rate

The speed of CAN may be different in different systems. However, in a given system the bit-rate is
uniform and fixed.

9.4 Priorities

The Identifier defines a static message priority during bus access.

9.5 Remote data request

By sending a Remote frame a node requiring data may request another node to send the
corresponding Data frame. The Data frame and the corresponding Remote frame have the same
Identifier.
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9.6 Multi-master

When the bus is free any node may start to transmit a message. The node with the message of
highest priority to be transmitted gains bus access.

9.7 Arbitration

Whenever the bus is free, any node may start to transmit a message. If two or more nodes start
transmitting messages at the same time, the bus access conflict is resolved by bit-wise arbitration
using the Identifier. The mechanism of arbitration guarantees that neither information nor time is
lost. If a Data frame and a Remote frame with the same Identifier are initiated at the same time,
the Data frame prevails over the Remote frame. During arbitration every transmitter compares the
level of the bit transmitted with the level that is monitored on the bus. If these levels are equal the
node may continue to send. When a recessive level is sent, but a dominant level is monitored (see
Section 9.13), the node has lost arbitration and must withdraw without sending any further bits.

9.8 Data integrity

In order to achieve a very high integrity of data transfer, powerful measures of error detection,
signalling and self-checking are implemented in every CAN node.

9.8.1 Error detection

To detect errors the following measures have been taken:

• Monitoring (each transmitter compares the bit levels detected on the bus with the bit levels 
being transmitted)

• Cyclic Redundancy Check (CRC)

• Bit-Stuffing

• Message Frame Check
MOTOROLA
9-4

CAN PROTOC
Re

BASIC CONCEPTS  
For More Information On This Product,

 Go to: www.freescale.com
OL
v. 3

73



9

F
re

e
sc

a
le

 S
e

m
ic

o
n

d
u

c
to

r,
 I

n
c

..
.

    Freescale Semiconductor, Inc.

  
  

  
  

  
  
  

  
  

  
  

  
  

  
  

  
 

 

9.8.2 Performance of error detection

The error detection mechanisms have the following properties:

• Monitoring:

– All global errors are detected

– All local errors at transmitters are detected

• CRC:

– Up to 5 randomly transmitted errors within a sequence are detected

– Burst errors of length less than 15 in a message are detected

– Errors of any odd number of bits in a message are detected

The total residual error probability of undetected corrupted messages is less than 4.7 x 10-11.

9.9 Error signalling and recovery time

Corrupted messages are flagged by any node detecting an error. Such messages are aborted and
will be retransmitted automatically. The recovery time from detecting an error until the start of the
next message is at most 31 bit times, provided there is no further error.

9.10 Fault confinement

CAN nodes are able to distinguish between short disturbances and permanent failures. Defective
nodes are switched off.

9.11 Connections

The CAN serial communication link is a bus to which a number of nodes may be connected. This
number has no theoretical limit. Practically, the total number of nodes will be limited by delay times
and/or electrical loads on the bus line.
CAN PROTOCOL
Rev. 3

MOTBASIC CONCEPTS  
For More Information On This Product,

 Go to: www.freescale.com
OROLA
9-5

74












































































































































































































































































































































































































	Table of Contents
	List of Figures
	List of Tables
	Preface
	Part A
	1 Introduction
	2 Basic Concepts
	2.1 Layered structure of a CAN node
	2.2 Messages
	2.2.1 Information routing
	2.2.1.1 System flexibility
	2.2.1.2 Message routing
	2.2.1.3 Multicast
	2.2.1.4 Data consistency


	2.3 Bit-rate
	2.4 Priorities
	2.5 Remote data request
	2.6 Multi-master
	2.7 Arbitration
	2.8 Data integrity
	2.8.1 Error detection
	2.8.2 Performance of error detection

	2.9 Error signalling and recovery time
	2.10 Fault confinement
	2.11 Connections
	2.12 Single channel
	2.13 Bus values
	2.14 Acknowledgement
	2.15 Sleep mode/wake-up

	3 Message Transfer
	3.1 Definition of transmitter/receiver
	3.1.1 Transmitter
	3.1.2 Receiver

	3.2 Frame types
	3.2.1 Data frame
	3.2.1.1 Start of frame
	3.2.1.2 Arbitration field
	3.2.1.3 Control field
	3.2.1.4 Data field
	3.2.1.5 CRC field
	3.2.1.6 ACK field
	3.2.1.7 End of frame

	3.2.2 Remote frame
	3.2.3 Error frame
	3.2.3.1 Error flag
	3.2.3.2 Error Delimiter

	3.2.4 Overload frame
	3.2.4.1 Overload flag
	3.2.4.2 Overload Delimiter

	3.2.5 Interframe space
	3.2.5.1 INTERMISSION
	3.2.5.2 Bus idle
	3.2.5.3 Suspend transmission


	3.3 Message validation
	3.3.1 Transmitter
	3.3.2 Receiver

	3.4 Bit-stream coding

	4 Error Handling
	4.1 Error detection
	4.1.1 Bit error
	4.1.2 Stuff error
	4.1.3 CRC error
	4.1.4 Form error
	4.1.5 Acknowledgement error

	4.2 Error signalling

	5 Fault Confinement
	5.1 CAN node status
	5.2 Error counts

	6 Bit Timing Requirements
	6.1 Nominal bit rate
	6.2 Nominal bit time
	6.3 SYNC_SEG
	6.4 PROP_SEG
	6.5 PHASE_SEG1, PHASE_SEG2
	6.6 Sample point
	6.7 Information processing time
	6.8 Time quantum
	6.8.1 Length of time segments

	6.9 Synchronization
	6.9.1 Hard synchronization
	6.9.2 Resynchronization jump width
	6.9.3 Phase error of an edge
	6.9.4 Resynchronization
	6.9.5 Synchronization rules


	7 Increasing Oscillator Tolerance
	7.1 Protocol modifications
	7.2 Determination of the maximum synchronization l...
	7.2.1 Local error, where at least two of the nodes...
	7.2.2 Two consecutive Overload frames
	7.2.3 Acknowledge error at transmitter, where all ...
	7.2.4 Local error at transmitter, where all nodes ...

	7.3 Bit timing
	7.3.1 Construction of the bit timing for maximum o...
	7.3.2 Construction of the bit timing for maximum b...

	7.4 Calculation of the oscillator tolerance
	7.5 Maximum oscillator tolerances
	7.5.1 Oscillator tolerance for existing CAN protoc...
	7.5.2 Oscillator tolerance for enhanced CAN protoc...

	7.6 Resynchronization
	7.7 Compatibility of existing and enhanced CAN pro...
	7.8 Assessment

	Part B
	8 Introduction
	9 Basic Concepts
	9.1 Layered structure of a CAN node
	9.2 Messages
	9.2.1 Information routing
	9.2.1.1 System flexibility
	9.2.1.2 Message routing
	9.2.1.3 Multicast
	9.2.1.4 Data consistency


	9.3 Bit-rate
	9.4 Priorities
	9.5 Remote data request
	9.6 Multi-master
	9.7 Arbitration
	9.8 Data integrity
	9.8.1 Error detection
	9.8.2 Performance of error detection

	9.9 Error signalling and recovery time
	9.10 Fault confinement
	9.11 Connections
	9.12 Single channel
	9.13 Bus values
	9.14 Acknowledgement
	9.15 Sleep mode/wake-up
	9.16 Oscillator Tolerance

	10 Message Transfer
	10.1 Definition of transmitter/receiver
	10.1.1 Transmitter
	10.1.2 Receiver

	10.2 Frame formats
	10.3 Frame types
	10.3.1 Data frame
	10.3.1.1 Start of frame
	10.3.1.2 Arbitration field
	10.3.1.3 Control field
	10.3.1.4 Data field
	10.3.1.5 CRC field (Standard Format and Extended F...
	10.3.1.6 ACK field (Standard Format and Extended F...
	10.3.1.7 End of frame

	10.3.2 Remote frame
	10.3.3 Error frame
	10.3.3.1 Error flag
	10.3.3.2 Error delimiter

	10.3.4 Overload frame
	10.3.4.1 Overload flag
	10.3.4.2 Overload delimiter

	10.3.5 Interframe space
	10.3.5.1 INTERMISSION
	10.3.5.2 Bus idle
	10.3.5.3 Suspend transmission


	10.4 Conformance with regard to frame formats
	10.5 Message filtering
	10.6 Message validation
	10.6.1 Transmitter
	10.6.2 Receiver

	10.7 Bit-stream coding

	11 Error Handling
	11.1 Error detection
	11.1.1 Bit error
	11.1.2 Stuff error
	11.1.3 CRC error
	11.1.4 Form error
	11.1.5 Acknowledgement error

	11.2 Error signalling

	12 Fault Confinement
	12.1 CAN node status
	12.2 Error counts

	13 Bit Timing Requirements
	13.1 Nominal bit rate
	13.2 Nominal bit time
	13.3 SYNC_SEG
	13.4 PROP_SEG
	13.5 PHASE_SEG1, PHASE_SEG2
	13.6 Sample point
	13.7 Information processing time
	13.8 Time quantum
	13.8.1 Length of time segments

	13.9 Synchronization
	13.9.1 Hard synchronization
	13.9.2 Resynchronization jump width
	13.9.3 Phase error of an edge
	13.9.4 Resynchronization
	13.9.5 Synchronization rules


	 A The Motorola CAN (MCAN) Module
	A.1 Functional overview
	A.1.1 IML – interface management logic
	A.1.2 TBF – transmit buffer
	A.1.3 RBF – receive buffer
	A.1.4 BSP – bit stream processor
	A.1.5 BTL – bit timing logic
	A.1.6 TCL – transceive logic
	A.1.7 EML – error management logic

	A.2 MCAN interface
	A.2.1 CIL – controller interface unit
	A.2.2 Address allocation
	A.2.3 Control registers
	A.2.4 MCAN control register (CCNTRL)
	A.2.5 MCAN command register (CCOM)
	A.2.6 MCAN status register (CSTAT)
	A.2.7 MCAN interrupt register (CINT)
	A.2.8 MCAN acceptance code register (CACC)
	A.2.9 MCAN acceptance mask register (CACM)
	A.2.10 MCAN bus timing register 0 (CBT0)
	A.2.11 MCAN bus timing register 1 (CBT1)
	A.2.12 MCAN output control register (COCNTRL)
	A.2.13 Transmit buffer identifier register (TBI)��...
	A.2.14 Remote transmission request and data length...
	A.2.15 Transmit data segment registers (TDS) 1 – 8...
	A.2.16 Receive buffer identifier register (RBI)
	A.2.17 Remote transmission request and data length...
	A.2.18 Receive data segment registers (RDS) 1 – 8
	A.2.19 Organization of buffers


	B TOUCAN
	B.1 Introduction
	B.2 TOUCAN module features
	B.3 External Pins
	B.4 The CAN system
	B.5 Message buffer structure
	B.6 Common fields to extended and standard format ...
	B.6.1 CODE
	B.6.2 LENGTH (receive mode)
	B.6.3 LENGTH (transmit mode)
	B.6.4 DATA BYTE 0..7
	B.6.5 RESERVED

	B.7 Fields for extended format frames
	B.7.1 TIME STAMP
	B.7.2 ID[28-18, 17-15]
	B.7.3 SRR — Substitute remote request
	B.7.4 IDE — ID Extended
	B.7.5 ID[14-0]
	B.7.6 RTR — Remote transmission request

	B.8 Fields for standard format frames
	B.8.1 TIME STAMP
	B.8.2 ID[28-18]
	B.8.3 RTR — Remote transmission request
	B.8.4 RTR/SRR bit treatment

	B.9 Functional overview
	B.10 Transmit process
	B.11 Receive process
	B.11.1 Self-received frames

	B.12 Message buffer handling
	B.12.1 Tx message buffer deactivation
	B.12.2 Rx message buffer deactivation

	B.13 Lock/release/BUSY mechanism and SMB usage
	B.14 Remote frames
	B.15 Overload frames
	B.16 Time stamp
	B.17 Bit-timing configuration
	B.18 Bit-timing operation notes
	B.19 TOUCAN initialisation sequence
	B.20 Special operating modes
	B.20.1 DEBUG mode
	B.20.2 STOP mode
	B.20.2.1 STOP mode operation notes

	B.20.3 Auto Power Save mode
	B.20.4 Support BERR for RISC architechture (BERR_P...
	B.20.4.1 Modular family (BERR_PLUG = 0)
	B.20.4.2 RISC family (BERR_PLUG = 1)


	B.21 Interrupts
	B.21.1 Modular family archtecture (IRQ_PLUG = 0)
	B.21.2 RISC family architecture (IRQ_PLUG = 1)

	B.22 Programmer’s model
	B.22.1 Programming validity
	B.22.2 Reserved bits
	B.22.3 System registers
	B.22.4 MCR — Module configuration register���
	B.22.5 TCR — Test configuration register��
	B.22.6 ICR — Interrupt configuration register (Mod...
	B.22.7 ICR — Interrupt configuration register (RIS...

	B.23 Control registers
	B.23.1 CTRL0 — Control register 0��
	B.23.2 CTRL1 — Control register 1��
	B.23.3 PRESDIV — Prescaler divide register ��
	B.23.4 CTRL2 — Control register 2��
	B.23.5 TIMER — Free running timer��

	B.24 Rx mask registers
	B.24.1 RXMASK — Rx global mask register��
	B.24.2 RX14MASK — Rx buffer 14 mask
	B.24.3 RX15MASK — Rx buffer 15 mask

	B.25 Global information registers
	B.25.1 STATH, STATL — Error and status report regi...
	B.25.2 IMASKH, IMASKL— Interrupt mask registers��
	B.25.3 IFLAGH, IFLAGL — Interrupt flag registers��...
	B.25.4 Error counters���


	C The Motorola Scaleable CAN (MSCAN08) Module
	C.1 Features
	C.2 External Pins
	C.3 Message Storage
	C.3.1 Background
	C.3.2 Receive Structures
	C.3.3 Transmit Structures

	C.4 Identifier acceptance Filter
	C.5 Interrupts
	C.5.1 Interrupt Acknowledge
	C.5.2 Interrupt Vectors

	C.6 Protocol Violation Protection
	C.7 Low Power Modes
	C.7.1 MSCAN08 Internal Sleep Mode
	C.7.2 MSCAN08 Soft Reset Mode
	C.7.3 MSCAN08 Power Down Mode
	C.7.4 CPU Wait Mode
	C.7.5 Programmable Wake-Up Function

	C.8 Timer Link
	C.9 Clock System
	C.10 Memory Map
	C.11 Programmer’s Model of message storage
	C.11.1 Message Buffer Outline
	C.11.2 Identifier Registers (IDRn)
	C.11.3 Data Length Register (DLR)
	C.11.4 Data Segment Registers (DSRn)
	C.11.5 Transmit Buffer Priority Registers (TBPR)

	C.12 Programmer’s Model of Control Registers
	C.12.1 Overview
	C.12.2 MSCAN08 Module Control Register (CMCR0).
	C.12.3 MSCAN08 Module Control Register (CMCR1)
	C.12.4 MSCAN08 Bus Timing Register 0 (CBTR0)
	C.12.5 MSCAN08 Bus Timing Register 1 (CBTR1)
	C.12.6 MSCAN08 Receiver Flag Register (CRFLG)
	C.12.7 MSCAN08 Receiver Interrupt Enable Register ...
	C.12.8 MSCAN08 Transmitter Flag Register (CTFLG)
	C.12.9 MSCAN08 Transmitter Control Register (CTCR)...
	C.12.10 MSCAN08 Identifier Acceptance Control Regi...
	C.12.11 MSCAN08 Receive Error Counter (CRXERR)
	C.12.12 MSCAN08 Transmit Error Counter (CTXERR)
	C.12.13 MSCAN08 Identifier Acceptance Registers (C...
	C.12.14 MSCAN08 Identifier Mask Registers (CIDMR0-...


	D The Motorola Scaleable CAN  (MSCAN12) Module
	D.1 Features
	D.2 External Pins
	D.3 Message Storage
	D.3.1 Background
	D.3.2 Receive Structures
	D.3.3 Transmit Structures

	D.4 Identifier Acceptance Filter
	D.5 Interrupts
	D.5.1 Interrupt Acknowledge
	D.5.2 Interrupt Vectors

	D.6 Protocol Violation Protection
	D.7 Low Power Modes
	D.7.1 MSCAN12 Sleep Mode
	D.7.2 MSCAN12 Soft Reset Mode
	D.7.3 MSCAN12 Power Down Mode
	D.7.4 Programmable Wake-Up Function

	D.8 Timer Link
	D.9 Clock System
	D.10 Memory Map
	D.11 Programmer’s Model of Message Storage
	D.11.1 Message Buffer Outline
	D.11.2 Identifier Registers (IDRn)
	D.11.3 Data Length Register (DLR)
	D.11.4 Data Segment Registers (DSRn)
	D.11.5 Transmit Buffer Priority Registers (TBPR)

	D.12 Programmer’s Model of Control Registers
	D.12.1 Overview
	D.12.2 MSCAN12 Module Control Register 0 (CMCR0)
	D.12.3 MSCAN12 Module Control Register 1 (CMCR1)
	D.12.4 MSCAN12 Bus Timing Register 0 (CBTR0)
	D.12.5 MSCAN12 Bus Timing Register 1 (CBTR1)
	D.12.6 MSCAN12 Receiver Flag Register (CRFLG)
	D.12.7 MSCAN12 Receiver Interrupt Enable Register ...
	D.12.8 MSCAN12 Transmitter Flag Register (CTFLG)
	D.12.9 MSCAN12 Transmitter Control Register (CTCR)...
	D.12.10 MSCAN12 Identifier Acceptance Control Regi...
	D.12.11 MSCAN12 Receive Error Counter (CRXERR)
	D.12.12 MSCAN12 Transmit Error Counter (CTXERR)
	D.12.13 MSCAN12 Identifier Acceptance Registers (C...
	D.12.14 MSCAN12 Identifier Mask Registers (CIDMR0-...
	D.12.15 MSCAN12 Port CAN Control Register (PCTLCAN...
	D.12.16 MSCAN12 Port CAN Data Register (PORTCAN)
	D.12.17 MSCAN12 Port CAN Data Direction Register (...


	Glossary
	Index

